Internet of Things (IoT) opens new horizons by enabling automated procedures without human interaction using IP connectivity. IoT deals with devices, called things, represented as any items from our daily life that are enhanced with computing or communication facilities. Among various mobile communications, Zigbee communication is broadly used in controlling or monitoring applications due to its low data rate and low power consumption. Securing IoT systems has been the main concern for the research community. In this paper, different security threats of Zigbee networks in the IoT platform have been addressed to predict the potential security threats of Zigbee protocol and a Security Improvement Framework (SIF) has been designed for intelligent monitoring in an office/corporate environment. Our proposed SIF can predict and protect against various potential malicious attacks in the Zigbee network and respond accordingly through a notification to the system administrator. This framework (SIF) is designed to make automated decisions immediately based on real-time data which are defined by the system administrator. Finally, the designed SIF has been implemented in an office security system as a case study for real-time monitoring. This office security system is evaluated based on the capacity of detecting potential security attacks. The evaluation results show that the proposed SIF is capable of detecting and protecting against several potential security attacks efficiently, enabling a more secure way of intelligent monitoring in the IoT platform.
Introduction
In recent years, Internet of Things (IoT) has become an important topic amongst technology enthusiasts and industries. IoT comprises physical devices such as refrigerators, cars, buildings, health monitoring systems, and many others which are embedded with sensors, actuators, radio frequency identification (RFID)tags, and software. These things are connected to a network (Internet) that enables them to exchange and collect data. IoT has stepped out from its infancy and is on the path of transforming our current understanding of a static Internet to a fully integrated dynamic future Internet [1] . Zigbee, Z-Wave, 6LoWPAN, Wi-Fi, GSM/3G/4G/LTE, LoRa, Neul, and Sigfox are all communication technologies used in IoT. Currently, Zigbee is the most used technology in home automation and smart lighting. Zigbee is expected to capture 34% volume share of the home automation and 29% of the smart lighting markets by 2021 with Compound Annual Growth Rate (GACR) of 26% during the period of Flooding Attack, Physical Attack, etc.), overcome Replay and Flooding Attacks, and notify system administrators in real time while there is any Physical and/or Flooding Attacks. It works on the basis of (i) setting up multiple layers of defense, where multiple layers of security could be used to defend a particular risk by using additional encryption to the data transmitted among Zigbee devices; (ii) educating consumers about privacy and data security by giving them the autonomy to track (in real time) any motion activities detected around them and set up the time period that they should be notified of any suspicious activities that occurs; (iii) configuring and securing Zigbee communication devices, instead of using default configuration; (iv) predicting potential malicious attacks by detecting the absence of a Zigbee node in the network and responding accordingly through a notification to the user and to the systems management team. The proposed SIF has also been implemented in an office security system (that consists of RFID cards as things of IoT) to detect the authorized/unauthorized office staff in the office and notify the administrator of the activities, which allow the administrator to monitor those activities in real time through a suitable web application.
Security Threats in Zigbee Protocol and the Alleviation Method
Zigbee security is applied to the Network and Application layers where packages are encrypted with 128-bit Advanced Encryption Standard (AES). Data is encrypted by using a network encryption key and possibly a link encryption key. Devices have to have the same keys to be able to communicate among each other in the network. The network layer security is implemented by using a network key to secure broadcast communication by encrypting the APS layer and application data. If security is enabled in the network, all data packages will encrypt with the network encryption key. Security at the network layer applies to all packages transmitted and is encrypted and decrypted in each node of the network; however, this security does not apply to the medium access layer communication, such as beacon messages. Application layer security is implemented by using a shared link key to secure the unicast communication between the source and the destination devices to encrypt application data [9] . Considering the importance of the security in IoT devices, the security threats in Zigbee communication protocol and the mitigation methods have been researched and proven by many researchers. We have divided security threats of Zigbee protocol into two categories: (1) Attacks Requiring Key Compromise, and (2) Attacks with Unrequired Key Compromise. In each of these categories, we go over scenarios and methods that could expose Zigbee to malicious attacks, and we suggest mitigation methods for each one of them. Figure 1 shows various attack categories in Zigbee protocol. Attack, Physical Attack, etc.), overcome Replay and Flooding Attacks, and notify system administrators in real time while there is any Physical and/or Flooding Attacks. It works on the basis of (i) setting up multiple layers of defense, where multiple layers of security could be used to defend a particular risk by using additional encryption to the data transmitted among Zigbee devices; (ii) educating consumers about privacy and data security by giving them the autonomy to track (in real time) any motion activities detected around them and set up the time period that they should be notified of any suspicious activities that occurs; (iii) configuring and securing Zigbee communication devices, instead of using default configuration; (iv) predicting potential malicious attacks by detecting the absence of a Zigbee node in the network and responding accordingly through a notification to the user and to the systems management team. The proposed SIF has also been implemented in an office security system (that consists of RFID cards as things of IoT) to detect the authorized/unauthorized office staff in the office and notify the administrator of the activities, which allow the administrator to monitor those activities in real time through a suitable web application.
Zigbee security is applied to the Network and Application layers where packages are encrypted with 128-bit Advanced Encryption Standard (AES). Data is encrypted by using a network encryption key and possibly a link encryption key. Devices have to have the same keys to be able to communicate among each other in the network. The network layer security is implemented by using a network key to secure broadcast communication by encrypting the APS layer and application data. If security is enabled in the network, all data packages will encrypt with the network encryption key. Security at the network layer applies to all packages transmitted and is encrypted and decrypted in each node of the network; however, this security does not apply to the medium access layer communication, such as beacon messages. Application layer security is implemented by using a shared link key to secure the unicast communication between the source and the destination devices to encrypt application data [9] . Considering the importance of the security in IoT devices, the security threats in Zigbee communication protocol and the mitigation methods have been researched and proven by many researchers. We have divided security threats of Zigbee protocol into two categories: (1) Attacks Requiring Key Compromise, and (2) Attacks with Unrequired Key Compromise. In each of these categories, we go over scenarios and methods that could expose Zigbee to malicious attacks, and we suggest mitigation methods for each one of them. Figure 1 shows various attack categories in Zigbee protocol. Network key or link key in Zigbee protocol can be obtained by a Physical Attack [20, 21] . The keys can be extracted from Zigbee devices' flash memory while a physical access is achieved. Also, when a device is removed from the network, Zigbee does not invalidate the keys. It generates new Network key or link key in Zigbee protocol can be obtained by a Physical Attack [20, 21] . The keys can be extracted from Zigbee devices' flash memory while a physical access is achieved. Also, when a device is removed from the network, Zigbee does not invalidate the keys. It generates new ones that allow tempering the whole network. Several researchers gained physical access to the Zigbee devices and have extracted the firmware which contains the encryption keys. Two practical attacks against Zigbee security were demonstrated by N. Vidgren et al. [17] .
Using Replay Attacks, an attacker can sniff a packet or record packet traffic in a network and send it back at a later time to cause a malicious attack. Zigbee alliance had put in a good effort to achieve authenticity and confidentiality to the communicated packets; though, Denial of Service (DoS) is still an issue and no effort has been done in this area. Multiple stack layers could be affected by this type of attack and that depends on whether the attacker has joined the network (insider DoS attack) or not (outsider DoS attack). If the attacker has joined the network, the DoS may be conducted at the physical, medium access control, network, and application layers, but in case it is an outsider, the DoS could happen only at the physical and medium access control layers. Figure 2 shows the attacks at several OSI (Open Systems Interconnection) layers. ones that allow tempering the whole network. Several researchers gained physical access to the Zigbee devices and have extracted the firmware which contains the encryption keys. Two practical attacks against Zigbee security were demonstrated by N. Vidgren et al. [17] . Using Replay Attacks, an attacker can sniff a packet or record packet traffic in a network and send it back at a later time to cause a malicious attack. Zigbee alliance had put in a good effort to achieve authenticity and confidentiality to the communicated packets; though, Denial of Service (DoS) is still an issue and no effort has been done in this area. Multiple stack layers could be affected by this type of attack and that depends on whether the attacker has joined the network (insider DoS attack) or not (outsider DoS attack). If the attacker has joined the network, the DoS may be conducted at the physical, medium access control, network, and application layers, but in case it is an outsider, the DoS could happen only at the physical and medium access control layers. Figure 2 shows the attacks at several OSI (Open Systems Interconnection) layers. We have proposed three alleviation methods which can detect Physical Attack and protect from Replay Attacks and Flooding Attacks efficiently as compared with the current Zigbee protocols. Table  1 shows the proposed alleviation method used in the Security Improvement Framework (SIF) to resolve various Zigbee network threats. Those three security solutions will be discussed in Section 3. 
Proposed Security Improvement Framework (SIF) Using Zigbee Protocol
We have proposed a Security Improvement Framework (SIF) using Zigbee protocol for securing the Zigbee network in the IoT framework. Figure 3 shows the block diagram of the proposed SIF. The physical layer of this Security Improvement Framework (SIF) is based on IEEE 802.15.4 standard. It is the closest layer to the hardware which controls and communicates with the radio transceiver directly. It handles all tasks involving the access to the Zigbee hardware, including initialization of the hardware, channel selection, link quality estimation, energy detection measurement, and clear channel assessment to assist the channel selection. This layer does modulation and demodulation We have proposed three alleviation methods which can detect Physical Attack and protect from Replay Attacks and Flooding Attacks efficiently as compared with the current Zigbee protocols. Table 1 shows the proposed alleviation method used in the Security Improvement Framework (SIF) to resolve various Zigbee network threats. Those three security solutions will be discussed in Section 3. 
We have proposed a Security Improvement Framework (SIF) using Zigbee protocol for securing the Zigbee network in the IoT framework. Figure 3 shows the block diagram of the proposed SIF. The physical layer of this Security Improvement Framework (SIF) is based on IEEE 802.15.4 standard. It is the closest layer to the hardware which controls and communicates with the radio transceiver directly. It handles all tasks involving the access to the Zigbee hardware, including initialization of the hardware, channel selection, link quality estimation, energy detection measurement, and clear channel assessment to assist the channel selection. This layer does modulation and demodulation operations upon transmitting and receiving signals, respectively. It supports three frequency bands, 2.45 GHz band that uses 16 channels, 915 MHz band that uses 10 channels, and 868 MHz band that uses only 1 channel. All frequency bands use Direct Spread Spectrum Sequencing (DSSS) access mode. The Medium Access Control (MAC) layer provides an interface between physical layer and network layer. This layer is responsible for reliable transmission of data by accessing different networks with the carrier sense multiple access collision avoidance/carrier detection (CSMA/CD). This provides two services: MAC data services and MAC management service interfacing to the MAC sublayer management entity (MLME) service access point, called MLMESAP. The MAC data service enables the transmission and reception of MAC Protocol Data Units (MPDUs) across the PHY data service. Network layer interfaces between application layer and MAC Layer. Network layer takes care of all network-related operations such as network setup, end device connection and disconnection to network, routing, device configurations, and so on. It supports three network topologies: star network, tree network, and mesh network. We have used KY AES Encryption in security management instead of default key configuration provided by the manufacturer.
The application support sublayer is used to provide an interface between the network layer and various data management services. These services are provided with the help of application objects and Zigbee device objects. Zigbee Device Objects (ZDOs) are used to perform various management tasks including security management, network management, and binding management. They are also useful to define the types of devices used in the network. ZDO provides an interface between application layer objects and the APS layer in Zigbee devices. It is responsible for detecting, initiating, and binding other devices to the network. Security Service includes methods for key establishment, key transport, frame protection, and device management. We have proposed three modules: Physical Attack Control Object, Replay Attack Control Object, and Flooding Control Objects in Application Framework which can detect and protect from Physical, Replay, and Flooding Attacks. The Medium Access Control (MAC) layer provides an interface between physical layer and network layer. This layer is responsible for reliable transmission of data by accessing different networks with the carrier sense multiple access collision avoidance/carrier detection (CSMA/CD). This provides two services: MAC data services and MAC management service interfacing to the MAC sublayer management entity (MLME) service access point, called MLMESAP. The MAC data service enables the transmission and reception of MAC Protocol Data Units (MPDUs) across the PHY data service. Network layer interfaces between application layer and MAC Layer. Network layer takes care of all network-related operations such as network setup, end device connection and disconnection to network, routing, device configurations, and so on. It supports three network topologies: star network, tree network, and mesh network. We have used KY AES Encryption in security management instead of default key configuration provided by the manufacturer.
The application support sublayer is used to provide an interface between the network layer and various data management services. These services are provided with the help of application objects and Zigbee device objects. Zigbee Device Objects (ZDOs) are used to perform various management tasks including security management, network management, and binding management. They are also useful to define the types of devices used in the network. ZDO provides an interface between application layer objects and the APS layer in Zigbee devices. It is responsible for detecting, initiating, and binding other devices to the network. Security Service includes methods for key establishment, key transport, frame protection, and device management. We have proposed three modules: Physical Attack Control Object, Replay Attack Control Object, and Flooding Control Objects in Application Framework which can detect and protect from Physical, Replay, and Flooding Attacks.
Physical Attack Control Object
Securing the Zigbee network by only securing devices' configurations is not sufficient. Therefore, removing a node from the Zigbee network is not detected by the network, specifically by the coordinator, and does not generate and send a new network key to the other devices that are still in the network. Detecting the absence of a node in the network is crucial to prevent any stolen Zigbee device from being reused, and from thus rejoining and compromising the network. To prevent any potential Physical Attack of Zigbee devices, Physical Attack Control Object is implemented. This module produces a "Pulse Beat" between the coordinator and the end devices that will notify the user/admin in case the coordinator does not receive any signal from the end devices. The Pulse Beat implementation is added to cover the lack of detection of missing nodes in the network by the Zigbee protocol.
The pseudocodes used to detect Physical Attack is shown in Table 2 . The Pulse Beat is an encrypted message sent by the sender repeatedly every 200 ms to indicate its presence to the receiver; in case the receiver does not receive any message in the period of 2 s, it will notify the user. Implementing the Pulse Beat will not only warn the user about a possible malfunctioning of the sender but also about its nonexistence in the network, and will prevent any possible future network attacks. In addition to the Pulse Beat implementation, we have also encrypted all the data that is to be transmitted at the application layers. If the Pulse Beat message is valid, then the receiver will make an "HttpRequest" to the web application that will show the admin "No Physical Attack". Figure 4 shows the sequence diagram of Router, Coordinator, Webserver, and Admin to detect Physical Attack in the proposed SIF. To confirm its presences in the network, the sender will send an encrypted Pulse Beat signal to the receiver every 200 ms. The receiver, in its turn, will decrypt the Pulse Beat message. When the sender becomes unavailable or the receiver does not receive any Pulse Beat signal within 2 s, the receiver will make an HttpRequest to the web application that will show the admin "Physical attack". Table 2 . Pseudocodes used to detect Physical Attack in the proposed SIF using Zigbee protocol. 
Replay Attack Control Object
Replay attack could easily happen in a Zigbee network where security is not enabled, which leads to a Zigbee network operating without any encryption, authentication, or a frame counter. In this case, an attacker can sniff the packet using another Zigbee device connected to a computer and capture the packets transmitted. Since authentication and frame counter are disabled in the network, an attacker can replay the same packets, or even change the data contained in that packet, and send it using any Zigbee device, causing an unaccepted behavior in the network. In the Replay Attack Control Object, pseudocodes are used to detect and protect Replay Attack, as presented in Table 3 . 
Flooding Control Object
Insider DoS Attacks can happen at the Application Layer (APL) by flooding the network with messages. An attacker may send a bunch of messages without any delays which might cause the whole network to freeze. To prevent Flooding Attack, the coordinator is used as trust center. In addition, linked encryption key and network encryption key are also configured. An algorithm is presented to prevent the Flooding Attack. Receiving data are counted simultaneously at a predefined delay of 200 ms. If receiving data number exceeds the default value, then flooding occurs and it discards the receiving data. The pseudocodes of this module is presented in Table 4 . In case of detecting flooding effect, the Admin is notified by status message using web application. To detect and prevent the Flooding Attack, the Flooding Control Object considers the sequence diagram between Router, Coordinator, Webserver, and Administrator as shown in Figure 5 . 
Implementation of the Proposed Security Improvement Framework (SIF)
The proposed Security Improvement Framework (SIF) using Zigbee protocol in the IoT platform is implemented in an office security system for intelligent monitoring. The office security system testbed is shown in Figure 6 . The office area is separated into different locations and employees have restrictions for entering specific areas. All employees must use their RF identity card to enter any office area. When any employee wants to enter any office area, he/she will touch his card on the RF card reader. Readers include the Zigbee communication module which is called Router. Router sends reading information to central controller which is called Coordinator. If any employee wants to enter his/her permitted office area, the coordinator sends permission to unlock the door. On the other hand, if the employee wants to enter a prohibited office area for him/her, the coordinator sends denial of permission and notifies the administrator through email. Moreover, if a hacker tries to attack the system, then the framework detects and protects from such attempts effectively in the same way. The pseudocodes used for the proposed office security system is presented in Table 5 . 
Quality of Protection (QoP) in the Proposed Security Improvement Framework (SIF)
We have used Quality of Protection (QoP) as quantitative metrics to assess the security features and performance of the proposed framework. Security is a key enabler of large-scale deployments of Zigbee protocol and is envisioned to provide better security than existing network solutions. In order to accomplish this goal, Zigbee security needs to be addressed in a comprehensive way to meet service provider and customer needs. By examining potential security threats to Zigbee protocols, a set of security solutions is proposed. QoP focuses the impacts of security mechanisms on system performance which demonstrate the relationship between the security policies and system performance quantitatively. The proposed solutions are based on the application layer and utilize the KY AES Encryption Key at the network layer to overcome different types of security threats in Zigbee protocols. The solutions are presented in Table 6 . Table 6 . Security solutions in the proposed Security Improvement Framework (SIF). Five main security parameters are considered as the QoP parameters: authentication, confidentiality, data integrity, availability, and privacy, which are the fundamental features to offer secure and reliable services in SIF [22] . Table 7 gives the relationship between all the security solutions and the five security parameters. 
Security Solutions Description Used Layer in Zigbee protocol
Security policy is considered as a combination of several solutions. We have proposed four security policies P = {P 1 , P 2 , P 3 , P 4 }, as shown in Table 8 . Table 8 . Security policy description.
Security Policy
Description
Algorithm-1
Algorithm-1 + Algorithm-2 P 4
Algorithm-1 + Algorithm-2 + Algorithm-3
To reflect the strength of protection of each security policy in the proposed SIF, a Cumulate QoP Reward (CQR) function is defined based on the number of QoP parameters each mechanism covered. According to Table 7 , if P r = {p 1 , p 2 , . . . . . . , p n } ⊆ P, r = 1, 2, . . . , 4 is a set of security policies, then S = {s 1 , s 2 , s 3 , s 4 , s 5 } is a set of security dimension. Therefore, the Cumulative Reward Function (CRF) is presented as
According to the definition of CRF, an effective QoP model is determined by the predefined numeric reward matrix ω P i , s j which is usually chosen in an empirical way based on the characteristics of security mechanisms. A simple reference matrix of numeric rewards of all the security mechanisms and algorithms on the five dimensions is tabulated in Table 9 . The numeric values provide enough flexibility to adjust according to service sensitivity and user security needs, for example, if service is sensitive in Privacy, then numeric reward of Privacy will be much higher [23] . In most cases, the values are equal to 1 if p i provides benefits to s j , otherwise 0. Physical Attack Detection provides a guarantee about availability and all other security policies are independent of availability, therefore, its numerical value is set to 2. Table 9 . Numeric reward matrix. Using Equation (1), we have calculated the CRF of each security solution presented in Table 10 . Considering CRF values of P 4 as 100%, results are normalized. After normalizing, we got the QoP partition of seven security levels, which reflects strength of protection of each security solution in the proposed SIF. The results of the security analysis using the QoP model allow us to define clear distinctions on the strength of protection of each security policy in the SIF security solution. Among three proposed Security Policies (P 2 , P 3 , P 4 ), P 4 performs best. Security Policy P 4 includes solutions of three potential security threats (Physical, Replay, and Flooding Attacks). Existing Security Policy KY AES Encryption Key, P 1 in present Zigbee protocol, shows the lowest performance among the proposed Security Policies.
Evaluation of the Proposed Security Improvement Framework (SIF)
In this office security system, employees used their identity card to enter the office premises and individual's room. The router that reads the identity card sends the information to the coordinator at 500 ms delay. If any hacker tries to do a Flooding Attack, then this system can detect and protect against it. To evaluate the flooding probability of the office security system, we have sent a bunch of messages from router to coordinator. Coordinator reads the messages at 200 ms delay and counts the messages which are coming simultaneously. We have plotted flooding probability curves for the office security system with respect to the number of messages and delays, as shown in Figure 7 . This plot indicates that for a number of messages greater than 7, flooding probability is 1. If the Security Improvement Framework (SIM) gets more than 7 messages simultaneously at a receiving delay of 200 ms, then it decides flooding occurs.
Improvement Framework (SIM) gets more than 7 messages simultaneously at a receiving delay of 200 ms, then it decides flooding occurs. To confirm the presence of the router itself in the network, it sends an encrypted Pulse Beat signal to the coordinator every 200 ms. The coordinator, in its turn, decrypts the Pulse Beat message. When the router becomes hacked or the coordinator does not receive any Pulse Beat signal from the router within 2 s, the coordinator makes an Http Request to the web application that shows Physical Attack status (Yes/No) to the admin. We turned the router off several times and checked the status signal. Every time, the system was able to detect the Physical Attack successfully.
Security solutions always have negative impacts on network performance and users' Quality of Service (QoS) guarantees. Security solutions need to transport users' certification to verify identity and to encrypt data for confidentiality. These increase transmission delays, which results in lowering system throughput and quality of service. Moreover, complex security mechanisms always add to the cost of performance much more, especially in resource restrictions. Therefore, in order to provide multilevel security service in the SIF to the users, it is insufficient to take security benefits into consideration only; adequately analyzing the impact of all the security policies on performance quantitatively is also necessary. The average signaling delay for each security policy is shown in Figure 8 . It is observed that, in general, performance degrades as security policies provide more benefits. Maximum Signaling Delay is 1200 ms, which satisfies the real-time applications. To confirm the presence of the router itself in the network, it sends an encrypted Pulse Beat signal to the coordinator every 200 ms. The coordinator, in its turn, decrypts the Pulse Beat message. When the router becomes hacked or the coordinator does not receive any Pulse Beat signal from the router within 2 s, the coordinator makes an Http Request to the web application that shows Physical Attack status (Yes/No) to the admin. We turned the router off several times and checked the status signal. Every time, the system was able to detect the Physical Attack successfully.
Security solutions always have negative impacts on network performance and users' Quality of Service (QoS) guarantees. Security solutions need to transport users' certification to verify identity and to encrypt data for confidentiality. These increase transmission delays, which results in lowering system throughput and quality of service. Moreover, complex security mechanisms always add to the cost of performance much more, especially in resource restrictions. Therefore, in order to provide multilevel security service in the SIF to the users, it is insufficient to take security benefits into consideration only; adequately analyzing the impact of all the security policies on performance quantitatively is also necessary. The average signaling delay for each security policy is shown in Figure 8 . It is observed that, in general, performance degrades as security policies provide more benefits. Maximum Signaling Delay is 1200 ms, which satisfies the real-time applications. Among three proposed Security Policies (P 2 , P 3 , P 4 ), P 4 performs more signaling delays than the others. Security Policy P 4 includes solutions of three potential security threats (Physical, Replay, and Flooding Attacks). Therefore, it requires more time to send the signal. Although existing Security policy P 1 in the present Zigbee protocol shows the lowest signaling delay, Quantitative metrics (QoP) are lower than others, as presented in Section 5.
Conclusions
The importance of security of Zigbee protocol in IoT is the main focus of this research. In this research, the security threats of Zigbee are discussed based on some common IoT real-world attacks such as message flooding, Replay Attack, and so on. Experiments of those attacks have been performed to find out a way to prevent them. We have designed Security Improvement Framework (SIF) including all the proposed algorithms to prevent several potential security attacks. The developed IoT framework utilized multiple layers of defense to predict and prevent potential malicious attacks. The framework can solve the problem of failing to detect a missing node in the Zigbee protocol by keeping a communication signal between any pair of communicating nodes in the network. Instead of using default device configuration, a secure device configuration is used. Moreover, messages are encrypted and decrypted with Advanced Encryption Standard (AES) 128-bit key. We have used Quality of Protection (QoP) as quantitative metrics to assess the security features and performance of the proposed framework. Results indicate that this framework can more effectively protect against security threats than the existing Zigbee protocol. This framework is implemented in an office security system. If an employee wants to enter his/her prohibited office area, the coordinator sends denial of permission and notifies the administrator through email. Moreover, if any hacker tries to attack the system, then IoT framework detects and protects against such attempts effectively.
